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REGION IV CIVIL DISTRUPTION AND CRITICAL

INFRASTRUCTURE IMPACTS MITIGATION PACKAGE 

Numerous civil disruptions are taking place in multiple cities across the United States, 
some turning violent. Due to acts of vandalism, arson, and trespassing, many 
jurisdictions-imposed curfews and facility lockdowns, as well as declaring States of 
Emergency and activating National Guard Units.  Governors and mayors are working 
with law enforcement to discourage violence and restore order.   

Although no significant impacts to critical infrastructure has been reported, listed 
below are various resources to assist in the protection of soft target venues. 

• Security of Soft Targets and Crowded Places Resource Guide

• Soft Target and Crowded Places Security Plan Overview

• DHS Active Assailant Security Resources:

• Active Shooter Attacks

• Mass Gatherings

• Complex Coordinated Attacks

• Vehicle Ramming

• Active Shooter Attacks

• Chemical Attacks

• Complex Operating Environment- First Responder’s Toolbox (NCTC, DHS & FBI)

• Educational Facilities: Primary and Secondary

• Educational Facilities: Post-Secondary Institutions

• Healthcare Facilities

• High-Rise Hotel

• Shopping Malls

• Vehicle Borne Improvised Explosives Devices (VBIEB): Preparedness, Recognition and

Response (NCTC, DHS & FBI)

• DHS See Something, Say Something

• Homeland Security Information Network (HSIN)
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Tools and Resources 

Soft Target-Crowded Places Resource Guide 
Soft Targets and Crowded Places (ST-CPs), such as sports venues, shopping venues, 
schools, and transportation systems, are locations that are easily accessible to large numbers 
of people and that have limited security or protective measures in place making them 
vulnerable to attack. DHS has been working for many years to address ST-CP security and 
preparedness, with recent shifts in the threat landscape calling for renewed departmental focus 
on leveraging and maximizing its ST-CP security authorities, capabilities, and resources in an 
integrated and coordinated manner.  

The resources provided below represent the Department’s unified effort to provide public and 
private sector partners with updated and relevant information to enhance their preparedness 
and security.  

Please click here to access the Soft Target-Crowded Places Resource Guide and Soft Target 
Crowded Places Security Plan Overview.  

Active Assailant Security Resources 
DHS has developed a series of materials to assist business, government offices and schools in 
preparing for and responding to an active shooter.  DHS has a detailed Active Shooter Booklet, 
a desk reference guide, poster, pocket-size reference card.   

DHS has also developed an Active Shooter Emergency Action Plan Guide and Template which 
supplements the Active Shooter Emergency Action Plan Video. 

DHS Active Shooter Recovery Guide and Incident Fact Sheet can also be used to assist your 
organization as you consider the recovery phase of an event. 

Mass Gatherings- Take Charge of your Personal Safety: This action guide increases the 
general public’s understanding of the immediate actions that can be taken during an incident to 
mitigate its impact. 

Complex Coordinated Attacks: This guide increases the public and private sector 
understanding of the complex coordinated attack threat, in addition to potential indicators, 
tactics and techniques and suggest mitigated steps. 

Vehicle Ramming Security Awareness Guide and Video: This guide and video provides 
information to assist with mitigating the evolving threat corresponding to vehicle ramming 
incidents with insightful technical analysis from public and private sector subject matter 
experts. It leverages real-world events, and provides recommendations aimed at protecting 
organizations as well as individuals against a potential vehicle ramming incident. 

Chemical Attacks: This guide increases the awareness of public’s awareness of chemical 
attacks that may be executed by individuals and groups of individuals through the deliberate 
release of toxic substances and indicators of chemical exposures.  

https://www.cisa.gov/publication/securing-soft-targets-and-crowded-places-resources
https://www.cisa.gov/publication/securing-soft-targets-and-crowded-places-resources
https://www.cisa.gov/sites/default/files/publications/19_0424_cisa_soft-targets-and-crowded-places-resource-guide.pdf
https://www.cisa.gov/sites/default/files/publications/19_0424_cisa_soft-targets-and-crowded-places-resource-guide.pdf
https://www.cisa.gov/sites/default/files/publications/DHS-Soft-Target-Crowded-Place-Security-Plan-Overview-052018-508_0.pdf
https://www.cisa.gov/sites/default/files/publications/DHS-Soft-Target-Crowded-Place-Security-Plan-Overview-052018-508_0.pdf
https://www.cisa.gov/sites/default/files/publications/DHS-Soft-Target-Crowded-Place-Security-Plan-Overview-052018-508_0.pdf
https://www.cisa.gov/sites/default/files/publications/DHS-Soft-Target-Crowded-Place-Security-Plan-Overview-052018-508_0.pdf
https://www.cisa.gov/private-citizen
https://www.cisa.gov/private-citizen
https://www.cisa.gov/private-citizen
https://www.cisa.gov/private-citizen
https://www.cisa.gov/publication/active-shooter-emergency-action-plan-guide
https://www.cisa.gov/publication/active-shooter-emergency-action-plan-guide
https://www.cisa.gov/sites/default/files/publications/active-shooter-emergency-action-plan-template-112017-508.pdf
https://www.cisa.gov/sites/default/files/publications/active-shooter-emergency-action-plan-template-112017-508.pdf
https://www.cisa.gov/active-shooter-emergency-action-plan-video
https://www.cisa.gov/active-shooter-emergency-action-plan-video
https://www.cisa.gov/publication/active-shooter-recovery-guide
https://www.cisa.gov/publication/active-shooter-recovery-guide
https://www.cisa.gov/publication/recovering-active-shooter-incident-fact-sheet
https://www.cisa.gov/publication/recovering-active-shooter-incident-fact-sheet
https://www.cisa.gov/publication/mass-gatherings-take-charge-your-personal-safety
https://www.cisa.gov/publication/mass-gatherings-take-charge-your-personal-safety
https://www.cisa.gov/sites/default/files/publications/Action%20Guide%20CCA%20508%20FINAL%2020190905.pdf
https://www.cisa.gov/sites/default/files/publications/Action%20Guide%20CCA%20508%20FINAL%2020190905.pdf
https://www.cisa.gov/sites/default/files/publications/Vehicle%20Ramming%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/sites/default/files/publications/Vehicle%20Ramming%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/private-citizen
https://www.cisa.gov/private-citizen
https://www.cisa.gov/sites/default/files/publications/Chemical%20Attacks%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/sites/default/files/publications/Chemical%20Attacks%20-%20Security%20Awareness%20for%20ST-CP.PDF
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Tools and Resources 

Complex Operating Environment-First Responders Toolbox:  
The First Responders Toolbox is an ad hoc, Unclassified//FOUO, reference aid intended to 
promote counterterrorism coordination amongst federal, state, local, tribal and territorial 
government authorities and partnerships with private sector officials in deterring, preventing, 
disrupting, and responding to terrorist attacks.  

• Educational Facilities: Primary and Secondary Schools

• Educational Facilities: Post-Secondary Institutions

• Healthcare Facilities

• High-Rise Hotel

• Shopping Malls

• Vehicle Borne Improvised Explosive Device: Preparedness, Recognition, and Response

See Something, Say Something: 

"If You See Something, Say Something®" is a national campaign that raises public awareness 
of the indicators of terrorism and terrorism-related crime, as well as the importance of reporting 
suspicious activity to state and local law enforcement. 

Homeland Security Information Network (HSIN): 
The Homeland Security Information Network (HSIN) is the Department of Homeland Security's 
official system for trusted sharing of Sensitive But Unclassified information between federal, 
state, local, territorial, tribal, international and private sector partners. Mission operators use 
HSIN to access Homeland Security data, send requests securely between agencies, manage 
operations, coordinate planned event safety and security, respond to incidents, and share the 
information they need to fulfill their missions and help keep their communities safe. For more 
information about HSIN, please contact HSIN@hq.dhs.gov.  
. 

https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex_Operating_Environment_Education_Facilities_Primary_Secondary_Schools.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex_Operating_Environment_Education_Facilities_Primary_Secondary_Schools.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex_Operating_Environment_Educational_Facilities_PostSecondary_Institutions.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex_Operating_Environment_Educational_Facilities_PostSecondary_Institutions.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/First-Responders-Toolbox---Complex-Operating-Environme.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/First-Responders-Toolbox---Complex-Operating-Environme.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex_Operating_Environment_-_Hotels.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex_Operating_Environment_-_Hotels.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex-Operating-Environment---Shopping-Malls-2018.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex-Operating-Environment---Shopping-Malls-2018.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/VBIED-Preparedness-Recognition-Response-ONLINE-Version.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/VBIED-Preparedness-Recognition-Response-ONLINE-Version.pdf
https://www.dhs.gov/see-something-say-something/recognize-the-signs
https://www.dhs.gov/see-something-say-something/recognize-the-signs
https://www.dhs.gov/homeland-security-information-network-hsin
https://www.dhs.gov/homeland-security-information-network-hsin
mailto:HSIN@hq.dhs.gov
mailto:HSIN@hq.dhs.gov

